Uudopmaunonnas namsTka

1151 BOCIIMTAHHHKOB U151 pasMeluerus Ha opuunaabublx MaTepHer-pecypeax
(Hpuaoxenne Ne2)

C KaxabIM roagoM MOMNOAEKN B UHTEPHETE CTAHOBUTLCA OONbLUE, a LUKONbHUKN OLHN N3
caMbiX akTUBHbIX nons3oeatenen PyHeTta. Mexay TemM, NOMUMO OrpOMHOIO Konm4ecTaa
BO3MOXXHOCTEN, UHTEPHET HeceT U NpoBremMbl. ATa NnaMATka AoMmKHa NoModb Tebe
BezonacHoO HaxoaAnTLCA B CETU.

-

KomnbioTepHbie BUPYCbI

KomnbioTepHbin BUPYC - 3TO PasHOBUAHOCTE KOMMbIOTEPHbLIX NpOrpamm,
OTNUYUTENBHOM 0COBEHHOCTBIO KOTOPON ABMNAETCA CNOCOBHOCTL K pasMHOXeHWo. B
OOMOMHEHWE K 3TOMY, BUPYChI MOTYT NOBPEAUTbL UMK MONTHOCTBI0 YHUHTOXUTL BCE
ainbl ¥ AaHHbIe, NOAKOHTPONLHLIE NONL30BATENO, OT UMEHU KOTOPOro beina
3anyleHa 3apaxeHHan nporpaMma, a Takxe noBpeanTb UM Aaxe YHUHTOXUTb
onepaunoHHylo cucTemy co Bcemu cannamu 8 Lenom. B GonbLIMHCTBE Criy4aes
pacnpoCcTPaHATCA BUPYChl Yepes UHTEPHET.

MeTtoabl 3aWKUThLI OT BPEAOHOCHbLIX NpOrpamMmm:

1. Vicnonbayii CoBpeMEHHbIE ONEPALMOHHbBIE CUCTEMbI, UMEIOLLINE CEPLE3HbBIN YPOBEHb
3alMTLl OT BPEAOHOCHLIX NPOrpamMm;

2. MNocToAHHO ycTaHaBnuean na4yty (LM poBsbie 3annaTtki, KOTOPbie aBTOMaTUHECKN
yCTaHaBNMBAKTCS C Uenbio AopaboTku nporpammet) U Apyrue oBHOBNEHUA CBOEN
onepauroHHoit cuctemsl. Ckaumsait ux ToNbKO ¢ ouunansLHoro canta paspadborynka
OC. Ecnu cyllecTByeT pexxum aBToMaTM4eckoro 0DHOBNEHUA, BKNIOYM ero;

3. Pabortait Ha cBoeM KOMMbLIOTEPE NOA NpaBamu nonb3oBaTens, a He
aaMUHUCTpaTopa. ATo He NO3BONUT BONLLUKMHCTBY BPEAOHOCHbLIX NPOrpaMm
WHCTanNMMpoBaTbhCA Ha TBOEM NEepPCoHanbHOM KOMNBIOTEPE,

4. icnonb3yi aHTUBUPYCHbIE NPOrpamMMHble NPOAYKTbI U3BECTHLIX Npou3BoANTENeN, C
aBToMaTn4eckum obHoBneHuem 6as;

5. OrpaHnyb huandecknt 4oCTyN K KOMNbLOTEPY ANS NOCTOPOHHWX ITNLL,

6. Micnonbayit BHELWHWE HOCUTENKU MHOPMaLUmK, Takue Kak dreluka, AUCK unn ann w3
WHTEPHEeTa, TONbLKO U3 NPOMEPEHHbIX UCTOYHUKOB,

7. He oTkpbiBai KOMNbOTEPHBIE (halnbl, NONyYEHHbIE N3 HEHAAEXHbIX UCTOYHWUKOB.
[axe Te dhaunbl, KOTOpbIE Npucnan TBOW 3HakombIn. Jlyylle yTOYHW y HEro, oTrnpasnan
nu oH Tebe ux.

Cetun WI-FI

Wi-Fi - 370 He BuA nepeaayu AaHHbiX, HE TEXHOMOrWA, a BCero Nuilb bpeHa, mapka.
Euwle 8 1991 roay Huaepnaxackas komnauuma sapeructpuposana bperng « WECA», 4yto
obosHauano cnoeocoyvetarve «Wireless Fidelity», KoTopbin NnepeBoOANTCA Kak
«becnpoBofHan TOMHOCTbY.



[lo Halwero BpemeHn gowna apyras abopesvartypa, kKoTopas ABiAeTCA TaKow xe
TexHonorven. 3to abbpesnatypa «Wi-Fi». Takoe HasBaHue ObiNo AaHO C HAMEKOM Ha
CTaHAapT BbICLUMIA 3BYKOBOW TexHMKM Hi-Fi, 4TO B NnepesoAe O3HA4aeT «BbICOKAA
TOMHOCTbY.

[la, GecnnaTtHbll MHTEPHET-AOCTYN B Kade, OTensax n asponoprax ABNAETCA OTNUYHOM
BO3MOXHOCTbIO BbIXOAa B MHTEpHET. HO MHOIMe SKCNepTbl CHUTAIOT, YTO
obwenoctynHslie Wi-Fi cetn He aBnaoTcs 6e3onacHsIMM.

CoseTbl no 6esonacHocTy paboTe B 0OLLIEAOCTYNHbLIX CEeTAX Wi-fi:

1. He nepepasai CBOK NUYHYI0 UHOPMaLMIO Yepes 0BLeAoCTyNHbIE Wi-Fi ceTtn.
PaboTas B HUX, XenaTtensHo He BBOAUTL Naponun Aoctyna, nornHbl 1 Kakne-to Homepa,
2. icnonb3ayin 1 0BHOBNAN aHTUBUPYCHbIE NPOrpaMmbl U BpaHamayep. Tem cambiM Thbl
obesonacvllb cebsi OT 3aKauku BUpyca Ha TBOE YCTPOWUCTBO;

3. Npw ucnonbaosarun Wi-Fi oTknioun dyHkumie «OBLyni gocTyn K pannam u
npuHTepam». [JanHas dyHKUMS 3aKpbiTa No yMONYaHUIo, OAHAKO HEKOTOPbIE
nonb3oBaTENW akTUBUPYIOT eé Ans yaobcTea UCTone3oBaHna B pabote unu yyeoe;

4. He ucnonbayin nybnuunein WI-FI ans nepeaayn nuyHbIX AaHHbiX, Hanpumep Ans
BbIXOAA B COLMANbHLIE CETU UMW B 3NEKTPOHHYIO NOYTY,

5. Mnonb3yi TONbKO 3aluulieHHoe coeauHeHne yepes HTTPS, a e HTTP, T.e. npu
Habope Beb-agpeca BBOAN UMEHHO «https://»;

6. B MoBunbHOM TenedoHe oTknouu dyHkumn «MoakmodeHue k Wi-Fi
agTOMaTUYeCku», He gonyckar aBToMaTU4eckoro NOAKIIOYEHNS yCTPOUCTBA K CETAM
Wi-Fi bes TBO€Ero cornacus.

CoumanbsHble CeTH

CoumanbHble CeTV aKTUBHO BXOAAT B HALLY XWU3Hb, MHOTVE NoAN paboTaloT v KNBYT
Tam NOCTOSHHO, a B Facebook yxe 3apernctpupoBaH Muninapa Yenosek, 4To
ABNSETCH OAHOWN ceabMON BCEX XUTenen nnaHetol. MHOrMe nons3osareny He
NOHUMAIOT, YTO UHOPMALUS, PasMeLLEHHas UMW B COLMANbLHBIX CETAX, MOXeT DbITb
HallgeHa ¥ UCMOMb30BaHa KeM YroaHO, B TOM Yucne He obs3aTenbHo ¢ bnarumu
HaMepeHusMn.

OCcHOBHbIE CoBETbI NQ He30nacHOCTU B couManbHbIX CeTax:

1. OrpaHnyb CrMCoK Apyaen. Y Tebs B APY3bAX HE AOMKHO BbITb CrydaiHbIX U
HE3HaKOMBbIX NTH0AEN,

2. awmLan cBOK YacTHYIO XKU3Hb. He ykasblBai naponu, Tenedotsl, agpeca, aaty
TBOETO POXKAEHUA U APYTYIO NUYHYI0 MHOpMaUUI0. 3N0YMBILUNEHHUKA MOTYT
MCMNoNb30BaTh AaXe MHOPMaLWIO O TOM, Kak Tbl U TBOW pOAUTENN NNaHNpyeTe
NPOBECTW KaHWUKYNb!,



3. 3awmLyain cBOK penyTaunio - AEPXK ee B YUCTOTe U 3agasai cebe Bonpoc: xoTen
Bbl Thl, YTOOBI ApPYrye NonNb3oBaTeENV BUAENK, YTO Thl 3arpyxaels? [logymaw, npexae
4Yem 4YTO-TO onybnuKoBaTb, HANUCaTb K 3arpy3nThb;

4. Ecnu Tbl roBOPULLbL C NOABMU, KOTOPbLIX HE 3HAelUb, He UCNONb3yN CBOE pearnkbHoe
UMS W APYrYIo NUYHYIO UHADOPMALMUN: UMS, MECTO XUTENbCTBA, MecTo y4ebbl n npoyee;

5. N3beran pasmeleHuns potorpacuin B HTEpHeTE, rae Tbl n3obpaxeH Ha MECTHOCTH,
NO KOTOPOW MOXHO ONpeaenuTh TBOe MECTOMNONOXEHME,

6. Mpwn pernctpaunu B coumnansHom ceT HeoBXO0ANMO UCMOMb30BaTL CNOXKHbBIE NAPONK,
cocTosLme n3 BYKB U UUp 1 C KONUYECTBOM 3HAKOB HE MeHee 8,

7. Qns colwansbHoW CeTH, NOYTbI U APYrnx canToB HEOBX0ANUMO NCNONb3OBATL Pa3Hble
naponu. Toraa ecnv Tebs B3NOMatOT, TO 3M0YMbILLUNEHHWKWA NONyYaT AOCTYN TOMBKO K
OAHOMY MECTy, a He BO BCe cpasy.

3I‘IEKTPOHHI:IB AEHbIK

ONeKTPOHHbIE AEHbIM — 3TO OYeHb YAODHbIV cnocob nnaTexen, 0AHAaKO CyLUeCTBYIT
MOLLUEHHUKN, KOTOPbLIE XOTAT NONYYnTb 3TU AEHBIN,

ONEeKTPOHHbIE AEHLIN NOABUNNCE COBCEM HELABHO U UMEHHO W3-3a 3TOT0 BO MHOTUX
rocygapcrteax Ao CuX Nnop He nponucaHo Npo HWX B 3aKOoHax.

B Poccum e oHU yHKLUMOHUPYIOT U O HUX YXKe NPonucaHo B 3aKoHe, rae ux
pasfensalT Ha HECKONbKO BUAOB - aHOHUMHbBIE 1 HE aHOHWMHbIE. PasHuua B TOM, YTO
AHOHUMHBbIE - 3TO TE, B KOTOPbIX paspeLuaeTca NpoBoOAUTL onepaunu bes
naeHTuukaymMm NnonL3oBaTens, a B HEaHOHUMHbIX NAeHTUUKaUnKn nonb3osaTens
AaBnseTca obs3aTenbHON.

Take cneayeT pasnuyaTb 3MeKTPOoHHbIe uaTHbIE AEHBIM (PaBHbI rOCyAapCTBEHHbIM
BantOTam) 1 ANEKTPOHHbIE HEDMATHbIE AEeHbIV (HE paBHbl FOCYAaPCTBEHHbLIM
BanorTam).

OcHOBHbIE COBETLI N0 Be3zonacHon paboTe ¢ SNEKTPOHHBIMUW AeHbramMu:

1. NMpuBsxu kK cyeTy MoBUNbHLIN TenetoH. ATo camblil yAoOHbIR 1 DeICTPBIA CNOCOD
BOCCTAHOBUTL AOCTYN K cyeTy. MNpuBssaHHblil TenedoH NOMoXeT, ecnun 3abyaellb CBON
nNaTeXxHblil Napofib N 3angellb Ha calT C HE3HAKOMOro YCTPOWUCTBa;

2. icnonb3yn ogHopasosbie naponu. lNocne nepexofa Ha ycuneHHyo aBTopusaymo
Tebe yxe He DyaeT yrpoxaTe ONacHOCTb KpaXu unu nepexsaTa nnaTexHoro napons;

3. Boibepu cnoxHbin napons. MNpectynHukam ByaeT He NpocTo yrafath CrOXHbIN
napons. HagexHbie naponn — 3To Naponn, KOTopbie CoOAepXaT He MeHee 8 3HaKOoB U
BKNto4aloT B ceba CTpoUHbIe 1 NponncHbie BykBbl, UMMDPbI N HECKONMBKO CUMBONOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTenbHbiv 3Hak 1 7.n. Hanpumep, StROng!;;

4. He BBOAW CBOM NUYHbIE fiaHHbIE Ha calTax, KOTOPbIM He noBepsellsb.

JnNeKTpOHHAaA no4Tra



ONEKTPOHHAA NoYTa — 3TO TEXHONOMUA U NPEAOCTABASEMbIE €10 YCNYr Mo nepecbinke
¥ NONYYEHNIO ANEKTPOHHBLIX COOBLLEHUIA, KOTOPbIE pacnpeaensaTCA B KOMMbIOTEPHOMN
cetn. OBbIYHO 3NEKTPOHHbIA NOYTOBLIN AWK BbITISAUT CNeaywmm o6pasom:
UMsA_none3osatens@umsa_aoMeHa. Takke KpoMme nepenayn NpocToro TekeTa, MeeTcs
BO3MOXXHOCTb Nepeaasath daisbl.

OcHoBHbIe coBeTbl No GesonacHon paboTe ¢ 3NEKTPOHHON NOYTON:

1. Hago Bbibpath NpaBunbHbIN NOYTOBbLIN CEPBUC. B UHTEPHETE ECTh OrpOMHbIA BbIBOP
fecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO SyYLUE JOBEPATh TEM, KOTO 3Haellb 1 KTO
nepsbiv B pEUTUHre;

2. He ykasblBalt B NU4HOM MOUTE NUYHYIO MHOpMaLuio. Hanpumep, nyylue BbibpaTs
«My3blkansHbi_daHat@» nnu «pok2013» BMecTo «Temal3»;

3. Vicnonbayi [ByxaTanHyto aBTopu3aumio. 3To Koraa NoMUMO Napons HY>KHO BBOAWT
KoA, npuckinaemsii no SMS;

4. Boibepw cnoxHeii napons. [na Kaxaoro nouToBOro Swmka omkeH BbiTs CBO
HafeXHbI, YCTOMYUBLIN K B3NOMY Naporb;

5. Ecrin ecTb BO3BMOXHOCTL HanucaTs camoMy CBOM NUYHBIA BONPOC, UCNONbL3YiA 3Ty
BO3MOXHOCTb;

6. Vicnonbayi HECKONbKO NOYTOBLIX AWMKOB. [EpBbIA ANA YaCTHOW NEpPEennucku ¢
aapecataMu, KOTOPbIM Tbi JOBEPRELLL. ITO ANEKTPOHHbLIN aapec He Haao
UCnonb3oBaThb NpU perucTpaunmn Ha opymax n cantax;

7. He oTkpeisan hainel U Apyrue BROXKEHUS B NMUCbMax Aaxe eCrnn OHWU NPULLNK OT
TBOUX Apy3en. Jlyulle yTouHW y HUX, OTNPaBnsnun nu oHu Tebe aTu annbl;

8. lNocne okoH4YaHua paboTbl HA NOYTOBOM CEPBUCE Nepef 3aKpbITVeM BKNaAKu ©
canTom He 3abyab HaxaTb Ha «BblATu.

KubepbynnuHr unu BuptyanbHoe n3gesarenbCcTBO
KnbepbynnuHr — npecnegoBanune coobLieHnsmm, cogepxalummu ockopbneHus,

arpeccvo, 3anyruBaHue; xynuraHcTeo; counanbHoe HONKOTUPOBaHWE C NOMOLLLIO
pasnUYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ kubepbynnuHrom:

1. He 6pocancs B 6oi. Jlyywmii cnoco6: nocoBeToBaThCs Kak cebs BECTU W, €Cnu HeT
TOro, K KOMY MOXXHO 0BpPaTUTLCA, TO BHAYarne ycnokoutscsi. Ecnu Tsl HauHeLb
OTBEYaTb OCKOPONEHUAMU HA OCKOPBNEHUS, TO TOMBLKO elle BonblLe PasoxoKeLlb
KOHMAWKT;

2. Ynpasnsun ceoei kubeppenyraumen;

3. AHOHUMHOCTL B CETU MHUMas. CyLLecTBYIOT CNocobbl BLISCHUTL, KTO CTOUT 3a
aHOHUMHbBIM aKkKayHTOM;



4. He CTOUT BECTU XynuraHckuit obpas BUPTYanbHON XU3HU. IHTEpHET thukcupyeT Bce
TBOW AEVCTBUA U coxpaHseT ux. YaanuTs ux dyaer KpaiHe 3aTpyAHNTEeNbHO;

5. Cobntogait cBOW BUPTYasnbHYH 4€CTb CMONOAY.

6. irHopupyil eanHnuHbI Heratue. OAHOPas3oBbie ockopBuTenbHbie CoobLIEHNS
ryyue urHopvposaTb. OBbi4HO arpeccus npekpatlaeTcs Ha HavyanbHOW cTaauy,

7. ban arpeccopa. B nporpammax odmeHa MrHOBEHHbBIMM coobLieHuamu, B
coLManbHbIX, CETAX €CTb BO3MOXHOCTb BOKUPOBKM OTNPABKN coobeHnn ¢
onpeaeneHHblX aapecos,

8. Ecnu Tbl cBUAeTENb KnbepbynnuHra. Teou AeNCTBUA: BbICTYNNTL NPOTWB
npecrenokartens, Nokasatb emy, 4To ero AeNCTBUS OLEHNBAIOTCS HeraTueHO,
noAAepKaTh epTBY, KOTOPOWN HyXHa ncuxonoruyeckas noMoLLb, coODWNTE B3POCbIM
0 hakTe arpeccviBHOro NoBeAeHus B CeTH.

Mo6unsHbIn TenegoH

CoBpeMeHHble CMapTgOHbI U NNaHLWEeTbI COAepXaT B cebe BrnonHe B3pOoCnbin
(hyHKLMOHAr, U TeNepb OHU MOTYT KOHKYpUpoBaTh CO cTauMoHapHbIMU KOMMBOTERaMU.
OpHaKo, CPEACTs 3aLuTbl ANA NOACOHbIX YCTPOWCTB MoKa O4eHb Mano. TecTuposaHue
W MOUCK YA3BUMOCTEN B HUX NPOUCXOAUT HE TaK NHTEHCUBHO, Kak AlA MK, T0 e camoe
KacaeTcs ¥ MOBUNbHbLIX MPUNOXKEHUNA.

CoBpeMeHHble MobunbHble Bpayseps! yxe npakTu4eckn AorHann HacTONbHbIE
aHanorv, oAHaKko pacwmpeHue yHkunoHana BneyeT 3a cobon HoNbLUYK CMOXHOCTL U
MEHbLLLYI 3aLLNLLEHHOCTb.

[laneko He BCe NPON3BOAUTENN BbiNyCKalOT ODHOBNEHUS, 3akpbiBatoLne KpUTUYECKNE
yA3BUMOCTU ANA CBOUX YCTPOWCTB.

OCHOBHbIE COBETbI AN HesonacHocTh MOBUNLHOIO TenedoHa.

1 Huuero He sBnaeTca no-HacToswemy becnnaTtHbiM. Byab OCTOPOXEH, BeAb KOTAA
Tebe npeanaraloT GECNNaTHbIA KOHTEHT, B HEM MOTYT DbiTh CKPbITI KaKUE-TO NAATHLIE
yenyru,

2. [lyman, npexae Y4em oTnpasutb SMS, doTo nnu Braeo. Thi TOYHO 3HaELWb, TAE OHN
ByayT B KOHEYHOM uTore?

3. Heobxoaumo 06HOBNATL ONEPaUNOHHYI0 CUcTeMy TBOEIO cmapTdoHa;
4. V\icnonb3y aHTUBUpPYCHbIE NporpaMmbl ANA MoBUnNBHLIX TENedOHOB;

5. He 3arpysai NpUNOXEHUs OT HEU3BECTHOTO UCTOYHMKA, BEAb OHU MOTYT COAEpXaTe
BPEAOHOCHOE MporpaMmmHoe obecnevyexne;

6. Mocne Toro Kak Tel BelAELWb C canTa, rae BBOANN NTUYHYIO nHopmayuio, 3anaun 8
HacTpoiikn Bpayaepa n yaanu cookies;

7. MNepuoanYecku NPOBEPAN Kakue NnaTHbIe YCryrA akTBupoBaHsl Ha TBOEM HOMEPE,



8. [laBait cBO HOMEpP MOBUNBHOrO TenécbOHa TOMbKO NOASM, KOTOPLIX Thl 3HAELWb U
KOMY OoBeEpSsieLb; '

9. Bluetooth aormxkeH GbiTb BbIKNIOYEH, KOTAA Thl UM HE NMONb3YeLIbCs. He 3abuisan
WHOTAa NPOBEPATh 3TO.

Online urpsi

CoBpeMeHHbIe OHMaH-Urpbl - 3TO KPacoUHble, 3axBaTbiBaloLMe passneveHus,
0OBEAVHSAIOLINE COTHM THICSY YEMOBEK Mo BCeMy MUpY. Mrpoku nccneayroT AaHHbIA UM
MUp, 0BLLEITCA APYr C APYroM, BbINOMHSOT 3afaHuns, CpaXxalTca C MOHCTpamu 1
NOMYYaloT ONbIT. 32 YAOBOMLCTBIME OHWU NNATAT: MOKYNAKT ANCK, ONNayusatoT
aboHeMeHT unu npuobpeTaloT Kakme-To onuun.

Bce aTu cpeacTea MAYT Ha NoALEP)KaHWE U pa3BUTUE UMPbl, @ TaKKe Ha camy
He30nNacHOCTh: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPU3auUMK, BbiNyCKAKOTCA HOBbIE NaTYX
(UndbpoBbIE 3anNaTkv ANA NPorpamm), 3akpbiBaTCs yA3BUMOCTY CEPBEPOB.

B nonobHbix urpax CTOUT onacaTbCs HE CTOMIbKO CBOWX COMNEPHWKOB, CKOMTBKO KPaXu
TBOEro Napons, Ha KOTOPOM OCHOBaHa cucTema aBTopu3annn DonbLUKHCTBA Urp.

OCHOBHbIE COBETbLI N0 BE30NACHOCTU TBOEIO UTPOBOID aKKayHTa.

1. Ecnwv apyrow urpok seaet cebs nnoxo unu cosnaet Tebe HeNnpUATHOCTY, 3abnokupyn
ero B CrNUCKe UrPOKOB;

2. Moxanyncs agMuHUCTpaTopam Urpbl Ha Nnoxoe noBeAeHne 3Toro Urpoka,
)enaTtensHo NPUNOXUTL Kakne-To AokasaTtensCcrsa B BUAe CKPUHOB,

3. He ykasbiBan Nu4Hyr MHopmaLno B npodanne urpbl,
4. YBaxaw Apyrux y4aCTHUKOB MO Urpe;

5. He ycTaHaenuean HeouLmansHbie naTtyn n Mofbl;

6. Wcnonb3yn CrioXHble 1 pasHblie naponu,

7. axe BO BPEMs Urpbl HE CTOUT OTKNIOYaTh aHTUBMUpYC. [oka Tbl Urpaells, TBON
KOMMbIOTEP MOTYT 3apa3uThb.

DOUWKUHT UK KPaXa NMUYHbIX AaHHbIX

OBbIMHON KpaXen AeHer U OKYMEHTOB CEerofiHA y)XXe HUKOro He yanBuilb, HO C
Pa3BUTUEM UHTEPHET-TEXHOMOMN 3NOYMbILITEHHUKA NEPEMECTUNNCE B UHTEPHET, U
NPOAOMKAIOT 3aHUMATLCA «NIODUMBIM» AENOM.

Tak nosiBUNAack HOBas yrpo3a: MHTEPHET-MOLLUEHHWYECTBA Uy (OULLIKHT, rNaBHas LUenb
KOTOPOrO COCTOWUT B MOMYHEHUN KOHPNAEHUMANbHBIX AAHHbIX NONb3oBaTenen —
NOrMHOB M Naponen. Ha anrnuitckom s3bike phishing yutaetcs kak dumnHr (ot fishing
— pblbHas nosnsi, password — napons).

OcHoBHbIE coBeThbl No Bopbbe ¢ hULLNHIoOM:




1. Cneaw 3a cBOUM akkayHTOM. Ecnun Tel NoJo3peBaellb, YTO TBOS aHkeTa Obina
B3nomaHa, To HeobxoaMMo 3abNokMpoBaTh ee U coobLUMTe aAMUHUCTpaTopam pecypca
00 3TOM KaKk MOXHO CKopee;

2. Ucnonbayit 6esonacHble Be6-caTsl, B TOM YWACNE, MHTEPHET-MArasuHos v
MOUCKOBbIX CUCTEM,

3. Vicnonb3yil CrnoXHble u pasHble naponu. Takum obpasom, ecnu tebsa B3nomaloT, To
3M10YMbILLNEHHUKU NONy4aT AOCTYN TOMNBKO K OAHOMY TBOEMY NMPOguUiio B CETU, @ HE KO
BCEM; i

4. Ecnn Tebs Banomanu, To HE0HBXoAMMO nNpeaynpeanTt BCEX CBOUX 3HAKOMBbIX,
KoTopble nobasneHbl y Tebs B Apy3bsx, 0 TOM, YTO TeDA B3nomanu u, BO3MOXHO, OT
TBOEro MeHK ByAeT pacchbinaTbCs CNam U CCbINMKN Ha PULLINHTOBbLIE CauThbl;

5. YcTtaHoBW HagexHbin naponb (PIN) Ha MoBunbHbIn TENedgoH;
6. OTKNKOYKM coxpaHeHue napons B bpaysepe;

7. He oTKpbiBawn hansibl U gpyrue BIIOKEHUSA B NUCbMaXxX AaXe eCn OHW NpULWNK oT
TBOMX Apy3en. Jlydlie yTOuHN Y HUX, OTNpaBnsing v oHn Tede 3T annbl.

Uudposas penyrtayms

Linchbposas penyraums - 310 HeraTueHas unu no3uTueHas uHdopmauns B cetu o tebe,
KomnpomeTupytowasn nHdopmauma pasMmeLleHHas B UHTEPHETE MOXKET CEePbe3HbIM
obpaszom 0TpasuTbCHA Ha TBOEW peanbHoW XusHu. «Linpposas penytaunsy» - 3To TBOW
UMUK, KOTOPLIN hopmupyeTca ns uHdopmaunn o Tebe B nHTEpHETE.

TBOE MECTO XMTENbCTBA, y4ebbl, TBOE PHAHCOBOE NONIOXEHNE, OCODEHHOCTU
XxapakTepa 1 pacckasbl 0 6n13KKX - BCe 3TO HaKannnBaeTcs B CeTu.

MHorne nogpocTkn NErkoMbICNIEHHO OTHOCATCS K NyBnukauun nuyHon nHpopmaummn 8
WNHTepHeTe, He NOHUMAas BO3MOXHbLIX NOCNEACTBUA. Thl faXe He CMOXelb AoragaTtbes
0 TOM, 4YTO hoTOorpacua, pasMeLleHHan 5 neT Hasad, cTana NpPUYUHON OTKasa NPUHATL
Tebsa Ha pabory.

KommeHTapuu, pasmeileHune Teoux hotorpadum n gpyrve gencrsns MoryT He
WCYE3HYTb [aXe Nocne Toro, Kak Tbl UX yaanuib. Tbl HE 3HaELLb, KTO COXpaHun aTy
WHopmauuo, nonana N oHa B NOUCKOBbLIE CUCTEMbI U COXpaHWnack N oHa, a
rnaBHoe: 4YTo noaymatroT 0 Tebe okpyxarLlee NAN, KOTopble HanayT W YBUAAT 3TO.
HaiTv nHopMaumio MHOTO NeT CnycTs CMoXeT Nbon - kak n3 AodpbIX NODyXaeHuA,
Tak U C HamepeHUemM NPUYUHUTL Bped. 3TO MOXET ObIThk KTO YrogHo.

OcHoBHbIE COBETHLI NO 3aLUMNTe UNDPOBOV penyTauuu.

1. Mogymaw, npexae 4em 4To-To NnybnukosaTh 1 nepenasats y cebs B Bnore unu B
counanbHOW ceTu;

2. B HacTpoikax npohuns yCTaHOBU OrpaHU4EHNs Ha NPOCMOTP TBOEro npoduns n ero
COAEPKNMOro, caenam ero TONbLKO «ans Apy3eny,



3. He paamellai n He ykasbisan uHopmauuio, Kotopas MoxeT Koro-nubo ockopbnaThL
unun obumxaTb.

ABTOpCKOE NpaBo

COBpEMEHHbIE LLKOMBbHUKU- aKTUBHbIE NONb30BaTeNM LMGPOBOro NPOCTPaHCTBA.
OfHaKo AaneKko He BCe 3HatoT, YTO NoNb30BaHWe MHOTMMN BO3MOXHOCTAMU LUnhpoBOro
mupa TpebyeT cobniogeHns Nnpas Ha HTeNneKkTyanbHy coBCTBEHHOCTD.

TepMuH «MHTEeNNeKkTyanbHas cCobCTBEHHOCTLY OTHOCUTCA K Pasni4HblM TBOPEHNAM
4EenoBEYECKOrO yMa, HaulHas C HOBbIX M30DPETEHNIN N 3HAaKOB, 0D03HaYaoLWNX
CODCTBEHHOCTb HA NPOAYKTLI U YCNyru , U 3aKkaH4msas KHuramw, cdoTorpachuamm,
KUHOhUNBMaMU U My3blKarnbHbIMW MPOU3BEAEHNAMN.

ABTOPCKVE NPaBa - 3TO Npasa Ha UHTEenNNekTyansHy COOCTBEHHOCTL Ha NPOV3BEAEHUA
HayKu, NMTepaTypbl U NCKycCTBa. ABTOPCKME NpaBsa BbICTYNaloT B Ka4€CTBE rapaHtiin
TOrO, UTO UHTENNEKTYanbHbLI/TBOPYECKUA TPYA aBTOpa He DyaeT HanpacHbIM, AacT emy
cnpaseanvebie BO3MOXHOCTY 3apaboTaTe Ha pesynbTartax CBOEro Tpyaa, nony4nts
W3BECTHOCTL U NpuaHaHue. HukTo 6e3 paspeleHus aBTopa He MOXET BOCMPON3SBOAUTL
ero Npou3BeAeHNe, pacnpocTpaHaTh, NyONMYHO AEMOHCTPUPOBaTL, NPOAaBaTh,
MMNOPTUPOBATE, MyCcKaTb B NPOKaT, NyGNUYHO UCNOMHATD, NOKa3blBATb/UCNONHATL B
achupe nnu pasmetats B MiHTepHeTe.

Wcnonb3oBaHue «MMpaTckoro» NporpaMMHoro obecneveHns MoxeT NpuBecTy K MHOTUM
puckam: OT NOTEPN AaHHbIX K TBOUM akkayHTam Ao BrokMpOBKW TBOEro ycTpoucTsa, rae
yCTaHOBNEHHbIA HE NeranbHas nporpamma. He crout Takke 3abbisaTth, YTO
cyllecTByeT neraneHble 1 BecnnaTHble NporpammMel, KOTOpbIE MOXHO HanTK B CETU.

O noptane

CeTeBnYOK.pd - TBON rNaBHbIN COBETHYMK B ceTU. 3AECh Thl MOXELLb y3HaTh O
He30nNacHOCTU B CETU NOHATHLIM U AOCTYMHBIM A3BIKOM, @ NPU BO3HWKHOBEHWUN
KpUTWUHECKOW CUTyaLun oBpaTUTLCA 3a COBETOM. A TaloKe NpUHATL y4acTue B
KOHKypCax 1 cTaTb CambiM UUdPOBbIM rpaxaaHnHom!



